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customer revokes or limits such ap-
proval or disapproval. A TRS provider 
shall accept any such customer revoca-
tion, whether in written, oral, elec-
tronic, or sign language methods. 

(3) A TRS provider must maintain 
records of approval, whether oral, writ-
ten, electronic, or sign language, dur-
ing the time period that the approval 
or disapproval is in effect and for at 
least one year thereafter. 

(b) Use of opt-in and opt-out approval 
processes. (1) Opt-in approval requires 
that the TRS provider obtain from the 
customer affirmative, express consent 
allowing the requested CPNI usage, dis-
closure, or access after the customer is 
provided appropriate notification of 
the TRS provider’s request consistent 
with the requirements set forth in this 
subpart. 

(2) With opt-out approval, a customer 
is deemed to have consented to the use, 
disclosure, or access to the customer’s 
CPNI if the customer has failed to ob-
ject thereto within the waiting period 
described in § 64.5108(d)(1) of this sub-
part after the TRS provider has pro-
vided to the customer appropriate noti-
fication of the TRS provider’s request 
for consent consistent with the rules in 
this subpart. 

(3) A TRS provider may only use, dis-
close, or permit access to the cus-
tomer’s individually identifiable CPNI 
with the customer’s opt-in approval, 
except as follows: 

(i) Where a TRS provider is permitted 
to use, disclose, or permit access to 
CPNI without customer approval under 
§ 64.5105 of this subpart. 

(ii) Where a TRS provider is per-
mitted to use, disclose, or permit ac-
cess to CPNI by making use of cus-
tomer opt-in or opt-out approval under 
paragraph (?)(4) of this section. 

(4) A TRS provider may make use of 
customer opt-in or opt-out approval to 
take the following actions with respect 
to CPNI: 

(i) Use its customer’s individually 
identifiable CPNI for the purpose of 
lawfully marketing TRS-related serv-
ices to that customer. 

(ii) Disclose its customer’s individ-
ually identifiable CPNI to its agents 
and its affiliates that provide TRS-re-
lated services for the purpose of law-
fully marketing TRS-related services 

to that customer. A TRS provider may 
also permit such persons or entities to 
obtain access to such CPNI for such 
purposes. 
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§ 64.5108 Notice required for use of 
customer proprietary network in-
formation. 

(a) Notification, generally. (1) Prior to 
any solicitation for customer approval 
to use, disclose, or permit access to 
CPNI, a TRS provider shall provide no-
tification to the customer of the cus-
tomer’s right to deny or restrict use of, 
disclosure of, and access to that cus-
tomer’s CPNI. 

(2) A TRS provider shall maintain 
records of notification, whether oral, 
written, electronic, or sign language, 
during the time period that the ap-
proval is in effect and for at least one 
year thereafter. 

(b) Individual notice. A TRS provider 
shall provide individual notice to cus-
tomers when soliciting approval to use, 
disclose, or permit access to customers’ 
CPNI. 

(c) Content of notice. Customer notifi-
cation shall provide sufficient informa-
tion in clear and unambiguous lan-
guage to enable the customer to make 
an informed decision as to whether to 
permit a TRS provider to use, disclose, 
or permit access to, the customer’s 
CPNI. 

(1) The notification shall state that 
the customer has a right to deny any 
TRS provider the right to use, disclose 
or permit access to the customer’s 
CPNI, and the TRS provider has a duty, 
under federal law, to honor the cus-
tomer’s right and to protect the con-
fidentiality of CPNI. 

(2) The notification shall specify the 
types of information that constitute 
CPNI and the specific entities that will 
use, receive or have access to the CPNI, 
describe the purposes for which CPNI 
will be used, and inform the customer 
of his or her right to disapprove those 
uses, and deny or withdraw the cus-
tomer’s consent to use, disclose, or per-
mit access to access to CPNI at any 
time. 

(3) The notification shall advise the 
customer of the precise steps the cus-
tomer must take in order to grant or 
deny use, disclosure, or access to CPNI, 
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and must clearly state that customer 
denial of approval will not affect the 
TRS provider’s provision of any serv-
ices to the customer. However, TRS 
providers may provide a brief state-
ment, in clear and neutral language, 
describing consequences directly re-
sulting from the lack of access to 
CPNI. 

(4) TRS providers shall provide the 
notification in a manner that is acces-
sible to the customer, comprehensible, 
and not misleading. 

(5) If the TRS provider provides writ-
ten notification to the customer, the 
notice shall be clearly legible, use suf-
ficiently large type, and be placed in an 
area so as to be readily apparent to a 
customer. 

(6) If any portion of a notification is 
translated into another language, then 
all portions of the notification must be 
translated into that language. 

(7) A TRS provider may state in the 
notification that the customer’s ap-
proval to use CPNI may enhance the 
TRS provider’s ability to offer products 
and services tailored to the customer’s 
needs. A TRS provider also may state 
in the notification that it may be com-
pelled to disclose CPNI to any person 
upon affirmative written request by 
the customer. 

(8) The notification shall state that 
any approval or denial of approval for 
the use of CPNI outside of the service 
for which the TRS provider is the de-
fault provider for the customer is valid 
until the customer affirmatively re-
vokes or limits such approval or denial. 

(9) A TRS provider’s solicitation for 
approval to use, disclose, or have ac-
cess to the customer’s CPNI must be 
proximate to the notification of a cus-
tomer’s CPNI rights to non-disclosure. 

(d) Notice requirements specific to opt- 
out. A TRS provider shall provide noti-
fication to obtain opt-out approval 
through electronic or written methods, 
but not by oral or sign language com-
munication (except as provided in 
paragraph (f) of this section). The con-
tents of any such notification shall 
comply with the requirements of para-
graph (c) of this section. 

(1) TRS providers shall wait a 30-day 
minimum period of time after giving 
customers notice and an opportunity 
to opt-out before assuming customer 

approval to use, disclose, or permit ac-
cess to CPNI. A TRS provider may, in 
its discretion, provide for a longer pe-
riod. TRS providers shall notify cus-
tomers as to the applicable waiting pe-
riod for a response before approval is 
assumed. 

(i) In the case of an electronic form 
of notification, the waiting period shall 
begin to run from the date on which 
the notification was sent; and 

(ii) In the case of notification by 
mail, the waiting period shall begin to 
run on the third day following the date 
that the notification was mailed. 

(2) TRS providers using the opt-out 
mechanism shall provide notices to 
their customers every two years. 

(3) TRS providers that use email to 
provide opt-out notices shall comply 
with the following requirements in ad-
dition to the requirements generally 
applicable to notification: 

(i) TRS providers shall obtain ex-
press, verifiable, prior approval from 
consumers to send notices via email re-
garding their service in general, or 
CPNI in particular; 

(ii) TRS providers shall either: 
(A) Allow customers to reply directly 

to the email containing the CPNI no-
tice in order to opt-out; or 

(B) Include within the email con-
taining the CPNI notice a conspicuous 
link to a Web page that provides to the 
customer a readily usable opt-out 
mechanism; 

(iii) Opt-out email notices that are 
returned to the TRS provider as un-
deliverable shall be sent to the cus-
tomer in another form before the TRS 
provider may consider the customer to 
have received notice; 

(iv) TRS providers that use email to 
send CPNI notices shall ensure that the 
subject line of the message clearly and 
accurately identifies the subject mat-
ter of the email; and 

(v) TRS providers shall make avail-
able to every customer a method to 
opt-out that is of no additional cost to 
the customer and that is available 24 
hours a day, seven days a week. TRS 
providers may satisfy this requirement 
through a combination of methods, so 
long as all customers have the ability 
to opt-out at no cost and are able to ef-
fectuate that choice whenever they 
choose. 
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(e) Notice requirements specific to opt- 
in. A TRS provider may provide notifi-
cation to obtain opt-in approval 
through oral, sign language, written, 
or electronic methods. The contents of 
any such notification shall comply 
with the requirements of paragraph (c) 
of this section. 

(f) Notice requirements specific to one- 
time use of CPNI. (1) TRS providers may 
use oral, text, or sign language notice 
to obtain limited, one-time use of CPNI 
for inbound and outbound customer 
telephone, TRS, or point-to-point con-
tacts for the duration of the call, re-
gardless of whether TRS providers use 
opt-out or opt-in approval based on the 
nature of the contact. 

(2) The contents of any such notifica-
tion shall comply with the require-
ments of paragraph (c) of this section, 
except that TRS providers may omit 
any of the following notice provisions 
if not relevant to the limited use for 
which the TRS provider seeks CPNI: 

(i) TRS providers need not advise 
customers that if they have opted-out 
previously, no action is needed to 
maintain the opt-out election; 

(ii) TRS providers need not advise 
customers that the TRS provider may 
share CPNI with the TRS provider’s af-
filiates or third parties and need not 
name those entities, if the limited 
CPNI usage will not result in use by, or 
disclosure to, an affiliate or third 
party; 

(iii) TRS providers need not disclose 
the means by which a customer can 
deny or withdraw future access to 
CPNI, so long as the TRS provider ex-
plains to customers that the scope of 
the approval the TRS provider seeks is 
limited to one-time use; and 

(iv) TRS providers may omit disclo-
sure of the precise steps a customer 
must take in order to grant or deny ac-
cess to CPNI, as long as the TRS pro-
vider clearly communicates that the 
customer can deny access to his or her 
CPNI for the call. 

[79 FR 40613, July 5, 2013] 

§ 64.5109 Safeguards required for use 
of customer proprietary network 
information. 

(a) TRS providers shall implement a 
system by which the status of a cus-
tomer’s CPNI approval can be clearly 

established prior to the use of CPNI. 
Except as provided for in §§ 64.5105 and 
64.5108(f) of this subpart, TRS providers 
shall provide access to and shall re-
quire all personnel, including any 
agents, contractors, and subcontrac-
tors, who have contact with customers 
to verify the status of a customer’s 
CPNI approval before using, disclosing, 
or permitting access to the customer’s 
CPNI. 

(b) TRS providers shall train their 
personnel, including any agents, con-
tractors, and subcontractors, as to 
when they are and are not authorized 
to use CPNI, including procedures for 
verification of the status of a cus-
tomer’s CPNI approval. TRS providers 
shall have an express disciplinary proc-
ess in place, including in the case of 
agents, contractors, and subcontrac-
tors, a right to cancel the applicable 
contract(s) or otherwise take discipli-
nary action. 

(c) TRS providers shall maintain a 
record, electronically or in some other 
manner, of their own and their affili-
ates’ sales and marketing campaigns 
that use their customers’ CPNI. All 
TRS providers shall maintain a record 
of all instances where CPNI was dis-
closed or provided to third parties, or 
where third parties were allowed access 
to CPNI. The record shall include a de-
scription of each campaign, the specific 
CPNI that was used in the campaign, 
including the customer’s name, and 
what products and services were of-
fered as a part of the campaign. TRS 
providers shall retain the record for a 
minimum of three years. 

(d) TRS providers shall establish a 
supervisory review process regarding 
TRS provider compliance with the 
rules in this subpart for outbound mar-
keting situations and maintain records 
of TRS provider compliance for a min-
imum period of three years. Sales per-
sonnel must obtain supervisory ap-
proval of any proposed outbound mar-
keting request for customer approval. 

(e) A TRS provider shall have an offi-
cer, as an agent of the TRS provider, 
sign and file with the Commission a 
compliance certification on an annual 
basis. The officer shall state in the cer-
tification that he or she has personal 
knowledge that the company has estab-
lished operating procedures that are 
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