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(3) If the relevant investigating agen-
cy determines that public disclosure or
notice to customers would impede or
compromise an ongoing or potential
criminal investigation or national se-
curity, such agency may direct the car-
rier not to so disclose or notify for an
initial period of up to 30 days. Such pe-
riod may be extended by the agency as
reasonably necessary in the judgment
of the agency. If such direction is
given, the agency shall notify the car-
rier when it appears that public disclo-
sure or notice to affected customers
will no longer impede or compromise a
criminal investigation or national se-
curity. The agency shall provide in
writing its initial direction to the car-
rier, any subsequent extension, and
any notification that notice will no
longer impede or compromise a crimi-
nal investigation or national security
and such writings shall be contempora-
neously logged on the same reporting
facility that contains records of notifi-
cations filed by carriers.

(c) Customer notification. After a tele-
communications carrier has completed
the process of notifying law enforce-
ment pursuant to paragraph (b) of this
section, it shall notify its customers of
a breach of those customers’ CPNI.

(d) Recordkeeping. All carriers shall
maintain a record, electronically or in
some other manner, of any breaches
discovered, notifications made to the
USSS and the FBI pursuant to para-
graph (b) of this section, and notifica-
tions made to customers. The record
must include, if available, dates of dis-
covery and notification, a detailed de-
scription of the CPNI that was the sub-
ject of the breach, and the cir-
cumstances of the breach. Carriers
shall retain the record for a minimum
of 2 years.

(e) Definitions. As used in this sec-
tion, a ‘‘breach’ has occurred when a
person, without authorization or ex-
ceeding authorization, has inten-
tionally gained access to, used, or dis-
closed CPNI.

(f) This section does not supersede
any statute, regulation, order, or inter-
pretation in any State, except to the
extent that such statute, regulation,
order, or interpretation is inconsistent
with the provisions of this section, and
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then only to the extent of the incon-
sistency.

Subpart V—Rural Call Completion

SOURCE: 78 FR 76239, Dec. 17, 2013, unless
otherwise noted.

§64.2101 Definitions.

For purposes of this subpart, the fol-
lowing definitions will apply:

Affiliate. The term ‘‘affiliate’ has the
same meaning as in 47 U.S.C. 153(2).

Call attempt. The term ‘‘call attempt”
means a call that results in trans-
mission by the covered provider toward
an incumbent local exchange carrier
(LEC) of the initial call setup message,
regardless of the voice call signaling
and transmission technology used.

Covered provider. The term ‘‘covered
provider’” means a provider of long-dis-
tance voice service that makes the ini-
tial long-distance call path choice for
more than 100,000 domestic retail sub-
scriber lines, counting the total of all
business and residential fixed sub-
scriber lines and mobile phones and ag-
gregated over all of the providers’ af-
filiates. A covered provider may be a
local exchange carrier as defined in
§64.4001(e), an interexchange carrier as
defined in §64.4001(d), a provider of
commercial mobile radio service as de-
fined in §20.3 of this chapter, a provider
of interconnected voice over Internet
Protocol (VoIP) service as defined in 47
U.S.C. 153(25), or a provider of non-
interconnected VoIP service as defined
in 47 U.S.C. 153(36) to the extent such a
provider offers the capability to place
calls to the public switched telephone
network.

Covered woice communication. The
term ‘‘covered voice communication”
means a voice communication (includ-
ing any related signaling information)
that is generated—

(1) From the placement of a call from
a connection using a North American
Numbering Plan resource or a call
placed to a connection using such a
numbering resource; and

(2) Through any service provided by a
covered provider.

Initial long-distance call path choice.
The term ‘‘initial long-distance call
path choice” means the static or dy-
namic selection of the path for a long-
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distance call based on the called num-
ber of the individual call.

Intermediate provider. The term ‘‘in-
termediate provider’” means any entity
that—

(1) Enters into a business arrange-
ment with a covered provider or other
intermediate provider for the specific
purpose of carrying, routing, or trans-
mitting voice traffic that is generated
from the placement of a call placed—

(i) From an end user connection
using a North American Numbering
Plan resource; or

(ii) To an end user connection using
such a numbering resource; and

(2) Does not itself, either directly or
in conjunction with an affiliate, serve
as a covered provider in the context of
originating or terminating a given call.

Long-distance wvoice service. For pur-
poses of subparts V and W, the term
“‘long-distance voice service” includes

interstate interLATA, intrastate
interLATA, interstate interexchange,
intrastate interexchange, intralLLATA

toll, inter-MTA interstate and inter-
MTA intrastate voice services.

Operating company number (OCN). The
term ‘‘operating company number”’
means a four-place alphanumeric code
that uniquely identifies a local ex-
change carrier.

Rural OCN. The term ‘‘rural OCN”
means an operating company number
that uniquely identifies an incumbent
LEC (as defined in §51.5 of this chapter)
that is a rural telephone company (as
defined in §51.5 of this chapter). The
term ‘“‘nonrural OCN’’ means an oper-
ating company number that uniquely
identifies an incumbent LEC (as de-
fined in §51.5 of this chapter) that is
not a rural telephone company (as de-
fined in §51.5 of this chapter). We direct
NECA to update the lists of rural and
nonrural OCNs annually and provide
them to the Wireline Competition Bu-
reau in time for the Bureau to publish
the lists no later than November 15.
These lists will be the definitive lists
of rural OCNs and nonrural OCNs for
purposes of this subpart for the fol-
lowing calendar year.

Rural telephone company. The term
“rural telephone company’’ shall have

§64.2103

the same meaning as in §51.5 of this
chapter.

[78 FR 76239, Dec. 17, 2013, as amended at 79
FR 73227, Dec. 10, 2014; 80 FR 1007, Jan. 8,
2015; 82 FR 19615, Apr. 28, 2017; 83 FR 21737,
May 10, 2018; 83 FR 47308, Sept. 19, 2018]

§64.2103 Retention of call
records.

(a) Except as described in §64.2107,
each covered provider shall record and
retain information about each call at-
tempt to a rural OCN from subscriber
lines for which the covered provider
makes the initial long-distance call
path choice in a readily retrievable
form for a period that includes the six
most recent complete calendar months.

(b) Affiliated covered providers may
record and retain the information re-
quired by this rule individually or in
the aggregate.

(c) A call attempt that is returned by
an intermediate provider to the cov-
ered provider and reassigned shall
count as a single call attempt.

(d) Call attempts to toll-free num-
bers, as defined in §52.101(f) of this
chapter, are excluded from these re-
quirements.

(e) IntraLATA toll calls carried en-
tirely over the covered provider’s net-
work or handed off by the covered pro-
vider directly to the terminating local
exchange carrier or directly to the tan-
dem switch serving the terminating
local exchange carrier’s end office (ter-
minating tandem), are excluded from
these requirements.

(f) The information contained in each
record shall include:

(1) The calling party number;

(2) The called party number;

(3) The date;

(4) The time;

(5) An indication whether the call at-
tempt was handed off to an inter-
mediate provider or not and, if so,
which intermediate provider;

(6) The rural OCN associated with the
called party number;

(7) An indication whether the call at-
tempt was interstate or intrastate;

(8) An indication whether the call at-
tempt was answered, which may take
the form of an SS7 signaling cause code
or SIP signaling message code associ-
ated with each call attempt; and

attempt

483



		Superintendent of Documents
	2021-07-01T15:55:06-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




