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CPNI, and carriers must have an ex-
press disciplinary process in place.

(c) All carriers shall maintain a
record, electronically or in some other
manner, of their own and their affili-
ates’ sales and marketing campaigns
that use their customers’ CPNI. All
carriers shall maintain a record of all
instances where CPNI was disclosed or
provided to third parties, or where
third parties were allowed access to
CPNI. The record must include a de-
scription of each campaign, the specific
CPNI that was used in the campaign,
and what products and services were
offered as a part of the campaign. Car-
riers shall retain the record for a min-
imum of one year.

(d) Telecommunications carriers
must establish a supervisory review
process regarding carrier compliance
with the rules in this subpart for out-
bound marketing situations and main-
tain records of carrier compliance for a
minimum period of one year. Specifi-
cally, sales personnel must obtain su-
pervisory approval of any proposed out-
bound marketing request for customer
approval.

(e) A telecommunications carrier
must have an officer, as an agent of the
carrier, sign and file with the Commis-
sion a compliance certificate on an an-
nual basis. The officer must state in
the certification that he or she has per-
sonal knowledge that the company has
established operating procedures that
are adequate to ensure compliance
with the rules in this subpart. The car-
rier must provide a statement accom-
panying the certificate explaining how
its operating procedures ensure that it
is or is not in compliance with the
rules in this subpart. In addition, the
carrier must include an explanation of
any actions taken against data brokers
and a summary of all customer com-
plaints received in the past year con-
cerning the unauthorized release of
CPNI. This filing must be made annu-
ally with the Enforcement Bureau on
or before March 1 in EB Docket No. 06—
36, for data pertaining to the previous
calendar year.

(f) Carriers must provide written no-
tice within five business days to the
Commission of any instance where the
opt-out mechanisms do not work prop-
erly, to such a degree that consumers’
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inability to opt-out is more than an
anomaly.

(1) The notice shall be in the form of
a letter, and shall include the carrier’s
name, a description of the opt-out
mechanism(s) used, the problem(s) ex-
perienced, the remedy proposed and
when it will be/was implemented,
whether the relevant state commis-
sion(s) has been notified and whether it
has taken any action, a copy of the no-
tice provided to customers, and contact
information.

(2) Such notice must be submitted
even if the carrier offers other methods
by which consumers may opt-out.

§64.2010 Safeguards on the disclosure
of customer proprietary network
information.

(a) Safeguarding CPNI. Telecommuni-
cations carriers must take reasonable
measures to discover and protect
against attempts to gain unauthorized
access to CPNI. Telecommunications
carriers must properly authenticate a
customer prior to disclosing CPNI
based on customer-initiated telephone
contact, online account access, or an
in-store visit.

(b) Telephone access to CPNI. Tele-
communications carriers may only dis-
close call detail information over the
telephone, based on customer-initiated
telephone contact, if the customer first
provides the carrier with a password,
as described in paragraph (e) of this
section, that is not prompted by the
carrier asking for readily available bio-
graphical information, or account in-
formation. If the customer does not
provide a password, the telecommuni-
cations carrier may only disclose call
detail information by sending it to the
customer’s address of record, or by
calling the customer at the telephone
number of record. If the customer is
able to provide call detail information
to the telecommunications carrier dur-
ing a customer-initiated call without
the telecommunications carrier’s as-
sistance, then the telecommunications
carrier is permitted to discuss the call
detail information provided by the cus-
tomer.

(¢c) Online access to CPNI. A tele-
communications carrier must authen-
ticate a customer without the use of
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readily available biographical informa-
tion, or account information, prior to
allowing the customer online access to
CPNI related to a telecommunications
service account. Once authenticated,
the customer may only obtain online
access to CPNI related to a tele-
communications service account
through a password, as described in
paragraph (e) of this section, that is
not prompted by the carrier asking for
readily available biographical informa-
tion, or account information.

(d) In-store access to CPNI. A tele-
communications carrier may disclose
CPNI to a customer who, at a carrier’s
retail location, first presents to the
telecommunications carrier or its
agent a valid photo ID matching the
customer’s account information.

(e) Establishment of a password and
back-up authentication methods for lost
or forgotten passwords. To establish a
password, a telecommunications car-
rier must authenticate the customer
without the use of readily available bi-
ographical information, or account in-
formation. Telecommunications car-
riers may create a back-up customer
authentication method in the event of
a lost or forgotten password, but such
back-up customer authentication
method may not prompt the customer
for readily available biographical infor-
mation, or account information. If a
customer cannot provide the correct
password or the correct response for
the back-up customer authentication
method, the customer must establish a
new password as described in this para-
graph.

(f) Notification of account changes.
Telecommunications carriers must no-
tify customers immediately whenever
a password, customer response to a
back-up means of authentication for
lost or forgotten passwords, online ac-
count, or address of record is created or
changed. This notification is not re-
quired when the customer initiates
service, including the selection of a
password at service initiation. This no-
tification may be through a carrier-
originated voicemail or text message
to the telephone number of record, or
by mail to the address of record, and
must not reveal the changed informa-
tion or be sent to the new account in-
formation.

§64.2011

(g) Business customer exemption. Tele-
communications carriers may bind
themselves contractually to authen-
tication regimes other than those de-
scribed in this section for services they
provide to their business customers
that have both a dedicated account
representative and a contract that spe-
cifically addresses the carriers’ protec-
tion of CPNI.

§64.2011 Notification of customer pro-
prietary network information secu-
rity breaches.

(a) A telecommunications carrier
shall notify law enforcement of a
breach of its customers’ CPNI as pro-
vided in this section. The carrier shall
not notify its customers or disclose the
breach publicly, whether voluntarily or
under state or local law or these rules,
until it has completed the process of
notifying law enforcement pursuant to
paragraph (b) of this section.

(b) As soon as practicable, and in no
event later than seven (7) business
days, after reasonable determination of
the breach, the telecommunications
carrier shall electronically notify the
United States Secret Service (USSS)
and the Federal Bureau of Investiga-
tion (FBI) through a central reporting
facility. The Commission will maintain
a link to the reporting facility at hattp:/
www.fce.gov/eb/cpni.

(1) Notwithstanding any state law to
the contrary, the carrier shall not no-
tify customers or disclose the breach to
the public until 7 full business days
have passed after notification to the
USSS and the FBI except as provided
in paragraphs (b)(2) and (b)(3) of this
section.

(2) If the carrier believes that there is
an extraordinarily urgent need to no-
tify any class of affected customers
sooner than otherwise allowed under
paragraph (b)(1) of this section, in
order to avoid immediate and irrep-
arable harm, it shall so indicate in its
notification and may proceed to imme-
diately notify its affected customers
only after consultation with the rel-
evant investigating agency. The carrier
shall cooperate with the relevant in-
vestigating agency’s request to mini-
mize any adverse effects of such cus-
tomer notification.
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