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(2) A local exchange carrier with Sig-
naling System 7 capability does not
have the software to provide *67 or *82
functionalities. Such carriers are pro-
hibited from passing CPN.

(3) A Private Branch Exchange or
Centrex system does not pass end user
CPN. Centrex systems that rely on *6
or *8 for a function other than CPN
blocking or unblocking, respectively,
are also exempt if they employ alter-
native means of blocking or
unblocking.

(4) CPN delivery—

(i) Is used solely in connection with
calls within the same limited system,
including (but not limited to) a
Centrex system, virtual private net-
work, or Private Branch Exchange;

(ii) Is used on a public agency’s emer-
gency telephone line or in conjunction
with 911 emergency services, on a tele-
phone line to contact non-public emer-
gency services licensed by the state or
municipality, or on any entity’s emer-
gency assistance poison control tele-
phone line; or

(iii) Is provided in connection with
legally authorized call tracing or trap-
ping procedures specifically requested
by a law enforcement agency.

(e) Any person or entity that engages
in telemarketing, as defined in section
64.1200(f)(10) must transmit caller iden-
tification information.

(1) For purposes of this paragraph,
caller identification information must
include either CPN or ANI, and, when
available by the telemarketer’s carrier,
the name of the telemarketer. It shall
not be a violation of this paragraph to
substitute (for the name and phone
number used in, or billed for, making
the call) the name of the seller on be-
half of which the telemarketing call is
placed and the seller’s customer serv-
ice telephone number. The telephone
number so provided must permit any
individual to make a do-not-call re-
quest during regular business hours.

(2) Any person or entity that engages
in telemarketing is prohibited from
blocking the transmission of caller
identification information.

(3) Tax-exempt nonprofit organiza-
tions are not required to comply with
this paragraph.

(f) Paragraph (b) of this section shall
not apply when CPN delivery is made
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in connection with a threatening call.
Upon report of such a threatening call
by law enforcement on behalf of the
threatened party, the carrier will pro-
vide any CPN of the calling party to
law enforcement and, as directed by
law enforcement, to security personnel
for the called party for the purpose of
identifying the party responsible for
the threatening call.

(g) For law enforcement or security
personnel of the called party inves-
tigating the threat:

(1) The CPN on incoming restricted
calls may not be passed on to the line
called;

(2) Any system used to record CPN
must be operated in a secure way, lim-
iting access to designated tele-
communications and security per-
sonnel, as directed by law enforcement;

(3) Telecommunications and security
personnel, as directed by law enforce-
ment, may access restricted CPN data
only when investigating phone calls of
a threatening and serious nature, and
shall document that access as part of
the investigative report;

(4) Carriers transmitting restricted
CPN information must take reasonable
measures to ensure security of such
communications;

(6) CPN information must be de-
stroyed in a secure manner after a rea-
sonable retention period; and

(6) Any violation of these conditions
must be reported promptly to the Com-
mission.

[60 FR 29490, June 5, 1995; 60 FR 54449, Oct. 24,
1995, as amended at 62 FR 34015, June 24, 1997;
68 FR 44179, July 25, 2003; 71 FR 75122, Dec. 14,
2006; 76 FR 73882, Nov. 29, 2011; 82 FR 56917,
Dec. 1, 2017]

§64.1602 Restrictions on use and sale
of telephone subscriber information
provided pursuant to automatic
number identification or charge
number services.

(a) Any common carrier providing
Automatic Number Identification or
charge number services on interstate
calls to any person shall provide such
services under a contract or tariff con-
taining telephone subscriber informa-
tion requirements that comply with
this subpart. Such requirements shall:

(1) Permit such person to use the
telephone number and billing informa-
tion for billing and collection, routing,
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screening, and completion of the origi-
nating telephone subscriber’s call or
transaction, or for services directly re-
lated to the originating telephone sub-
scriber’s call or transaction;

(2) Prohibit such person from reusing
or selling the telephone number or bill-
ing information without first

(i) Notifying the originating tele-
phone subscriber and,

(ii) Obtaining the affirmative consent
of such subscriber for such reuse or
sale; and,

(3) Prohibit such person from dis-
closing, except as permitted by para-
graphs (a) (1) and (2) of this section,
any information derived from the auto-
matic number identification or charge
number service for any purpose other
than

(i) Performing the services or trans-
actions that are the subject of the orig-
inating telephone subscriber’s call,

(ii) Ensuring network performance
security, and the effectiveness of call
delivery,

(iii) Compiling, using, and disclosing
aggregate information, and

(iv) Complying with applicable law or
legal process.

(b) The requirements imposed under
paragraph (a) of the section shall not
prevent a person to whom automatic
number identification or charge num-
ber services are provided from using

(1) The telephone number and billing
information provided pursuant to such
service, and

(2) Any information derived from the
automatic number identification or
charge number service, or from the
analysis of the characteristics of a
telecommunications transmission, to
offer a product or service that is di-
rectly related to the products or serv-
ices previously acquired by that cus-
tomer from such person. Use of such in-
formation is subject to the require-
ments of 47 CFR 64.1200 and 64.1504(c).

[60 FR 29490, June 5, 1995]

§64.1603 Customer notification.

Any common carrier participating in
the offering of services providing call-
ing party number, ANI, or charge num-
ber on interstate calls must notify its
subscribers, individually or in conjunc-
tion with other carriers, that their
telephone numbers may be identified

§64.1604

to a called party. Such notification
must be made not later than December
1, 1995, and at such times thereafter as
to ensure notice to subscribers. The no-
tification must be effective in inform-
ing subscribers how to maintain pri-
vacy by dialing *67 (or 1167 for rotary
or pulse-dialing phones) on interstate
calls. The notice shall inform sub-
scribers whether dialing *82 (or 1182 for
rotary or pulse-dialing phones) on
interstate calls is necessary to present
calling party number to called parties.
For ANI or charge number services for
which such privacy is not provided, the
notification shall inform subscribers of
the restrictions on the reuse or sale of
subscriber information.

[60 FR 29491, June 5, 1995; 60 FR 54449, Oct. 24,
1995]

§64.1604 Prohibition on transmission
of inaccurate or misleading caller
identification information.

(a) No person or entity in the United
States, nor any person or entity out-
side the United States if the recipient
is within the United States, shall, with
the intent to defraud, cause harm, or
wrongfully obtain anything of value,
knowingly cause, directly, or indi-
rectly, any caller identification service
to transmit or display misleading or
inaccurate caller identification infor-
mation in connection with any voice
service or text messaging service.

(b)Paragraph (a) of this section shall
not apply to:

(1) Lawfully authorized investigative,
protective, or intelligence activity of a
law enforcement agency of the United
States, a State, or a political subdivi-
sion of a State, or of an intelligence
agency of the United States; or

(2) Activity engaged in pursuant to a
court order that specifically authorizes
the use of caller identification manipu-
lation.

(c) A person or entity that blocks or
seeks to block a caller identification
service from transmitting or displaying
that person or entity’s own caller iden-
tification information pursuant to
§64.1601(b) of this part shall not be lia-
ble for violating the prohibition in
paragraph (a) of this section. This
paragraph (c) does not relieve any per-
son or entity that engages in tele-
marketing, as defined in §64.1200(f)(10)
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