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(ii) TRS providers need not advise
customers that the TRS provider may
share CPNI with the TRS provider’s af-
filiates or third parties and need not
name those entities, if the limited
CPNI usage will not result in use by, or
disclosure to, an affiliate or third
party;

(iii) TRS providers need not disclose
the means by which a customer can
deny or withdraw future access to
CPNI, so long as the TRS provider ex-
plains to customers that the scope of
the approval the TRS provider seeks is
limited to one-time use; and

(iv) TRS providers may omit disclo-
sure of the precise steps a customer
must take in order to grant or deny ac-
cess to CPNI, as long as the TRS pro-
vider clearly communicates that the
customer can deny access to his or her
CPNI for the call.

[79 FR 40613, July 5, 2013]

§64.5109 Safeguards required for use
of customer proprietary network
information.

(a) TRS providers shall implement a
system by which the status of a cus-
tomer’s CPNI approval can be clearly
established prior to the use of CPNI.
Except as provided for in §§64.5105 and
64.5108(f) of this subpart, TRS providers
shall provide access to and shall re-
quire all personnel, including any
agents, contractors, and subcontrac-
tors, who have contact with customers
to verify the status of a customer’s
CPNI approval before using, disclosing,
or permitting access to the customer’s
CPNI.

(b) TRS providers shall train their
personnel, including any agents, con-
tractors, and subcontractors, as to
when they are and are not authorized
to use CPNI, including procedures for
verification of the status of a cus-
tomer’s CPNI approval. TRS providers
shall have an express disciplinary proc-
ess in place, including in the case of
agents, contractors, and subcontrac-
tors, a right to cancel the applicable
contract(s) or otherwise take discipli-
nary action.

(c) TRS providers shall maintain a
record, electronically or in some other
manner, of their own and their affili-
ates’ sales and marketing campaigns
that use their customers’ CPNI. All
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TRS providers shall maintain a record
of all instances where CPNI was dis-
closed or provided to third parties, or
where third parties were allowed access
to CPNI. The record shall include a de-
scription of each campaign, the specific
CPNI that was used in the campaign,
including the customer’s name, and
what products and services were of-
fered as a part of the campaign. TRS
providers shall retain the record for a
minimum of three years.

(d) TRS providers shall establish a
supervisory review process regarding
TRS provider compliance with the
rules in this subpart for outbound mar-
keting situations and maintain records
of TRS provider compliance for a min-
imum period of three years. Sales per-
sonnel must obtain supervisory ap-
proval of any proposed outbound mar-
keting request for customer approval.

(e) A TRS provider shall have an offi-
cer, as an agent of the TRS provider,
sign and file with the Commission a
compliance certification on an annual
basis. The officer shall state in the cer-
tification that he or she has personal
knowledge that the company has estab-
lished operating procedures that are
adequate to ensure compliance with
the rules in this subpart. The TRS pro-
vider must provide a statement accom-
panying the certification explaining
how its operating procedures ensure
that it is or is not in compliance with
the rules in this subpart. In addition,
the TRS provider must include an ex-
planation of any actions taken against
data brokers, a summary of all cus-
tomer complaints received in the past
year concerning the unauthorized re-
lease of CPNI, and a report detailing
all instances where the TRS provider,
or its agents, contractors, or sub-
contractors, used, disclosed, or per-
mitted access to CPNI without com-
plying with the procedures specified in
this subpart. In the case of iTRS pro-
viders, this filing shall be included in
the annual report filed with the Com-
mission pursuant to §64.606(g) of this
part for data pertaining to the previous
year. In the case of all other TRS pro-
viders, this filing shall be made annu-
ally with the Disability Rights Office
of the Consumer and Governmental Af-
fairs Bureau on or before March 1 in CG
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Federal Communications Commission

Docket No. 03-123 for data pertaining
to the previous calendar year.

(f) TRS providers shall provide writ-
ten notice within five business days to
the Disability Rights Office of the Con-
sumer and Governmental Affairs Bu-
reau of the Commission of any instance
where the opt-out mechanisms do not
work properly, to such a degree that
consumers’ inability to opt-out is more
than an anomaly.

(1) The notice shall be in the form of
a letter, and shall include the TRS pro-
vider’s name, a description of the opt-
out mechanism(s) used, the problem(s)
experienced, the remedy proposed and
when it will be/was implemented,
whether the relevant state commis-
sion(s) has been notified, if applicable,
and whether the state commission(s)
has taken any action, a copy of the no-
tice provided to customers, and contact
information.

(2) Such notice shall be submitted
even if the TRS provider offers other
methods by which consumers may opt-
out.

[79 FR 40613, July 5, 2013]

§64.5110 Safeguards on the disclosure
of customer proprietary network
information.

(a) Safeguarding CPNI. TRS providers
shall take all reasonable measures to
discover and protect against attempts
to gain unauthorized access to CPNI.
TRS providers shall authenticate a
customer prior to disclosing CPNI
based on a customer-initiated tele-
phone contact, TRS call, point-to-point
call, online account access, or an in-
store visit.

(b) Telephone, TRS, and point-to-point
access to CPNI. A TRS provider shall
authenticate a customer without the
use of readily available biographical
information, or account information,
prior to allowing the customer tele-
phonic, TRS, or point-to-point access
to CPNI related to his or her TRS ac-
count. Alternatively, the customer
may obtain telephonic, TRS, or point-
to-point access to CPNI related to his
or her TRS account through a pass-
word, as described in paragraph (e) of
this section.

(c) Online access to CPNI. A TRS pro-
vider shall authenticate a customer
without the use of readily available bi-

§64.5110

ographical information, or account in-
formation, prior to allowing the cus-
tomer online access to CPNI related to
his or her TRS account. Once authenti-
cated, the customer may only obtain
online access to CPNI related to his or
her TRS account through a password,
as described in paragraph (e) of this
section.

(d) In-store access to CPNI. A TRS pro-
vider may disclose CPNI to a customer
who, at a TRS provider’s retail loca-
tion, first presents to the TRS provider
or its agent a valid photo ID matching
the customer’s account information.

(e) Establishment of a password and
back-up authentication methods for lost
or forgotten passwords. To establish a
password, a TRS provider shall authen-
ticate the customer without the use of
readily available biographical informa-
tion, or account information. TRS pro-
viders may create a back-up customer
authentication method in the event of
a lost or forgotten password, but such
back-up customer authentication
method may not prompt the customer
for readily available biographical infor-
mation, or account information. If a
customer cannot provide the correct
password or the correct response for
the back-up customer authentication
method, the customer shall establish a
new password as described in this para-
graph.

(f) Notification of account changes.
TRS providers shall notify customers
immediately whenever a password, cus-
tomer response to a back-up means of
authentication for lost or forgotten
passwords, online account, or address
of record is created or changed. This
notification is not required when the
customer initiates service, including
the selection of a password at service
initiation. This notification may be
through a TRS provider-originated
voicemail, text message, or video mail
to the telephone number of record, by
mail to the physical address of record,
or by email to the email address of
record, and shall not reveal the
changed information or be sent to the
new account information.

[79 FR 40613, July 5, 2013]
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