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SOURCE: 69 FR 70338, Dec. 3, 2004, unless
otherwise noted.

GENERAL

§4.1 Scope, basis and purpose.

In this part, the Federal Communica-
tions Commission is setting forth re-
quirements pertinent to the reporting
of disruptions to communications and
to the reliability and security of com-
munications infrastructures.

§4.2 Availability of reports filed under
this part.

Reports filed under this part will be
presumed to be confidential. Public ac-
cess to reports filed under this part
may be sought only pursuant to the
procedures set forth in 47 CFR §0.461.
Notice of any requests for inspection of
outage reports will be provided pursu-
ant to 47 CFR 0.461(d)(3).

REPORTING REQUIREMENTS FOR
DISRUPTIONS TO COMMUNICATIONS

§4.3 Communications providers cov-
ered by the requirements of this
part.

(a) Cable communications providers are
cable service providers that also pro-
vide circuit-switched telephony. Also
included are affiliated and non-affili-
ated entities that maintain or provide
communications networks or services
used by the provider in offering teleph-
ony.

(b) Communications provider is an enti-
ty that provides for a fee to one or
more unaffiliated entities, by radio,
wire, cable, satellite, and/or lightguide:
two-way voice and/or data communica-
tions, paging service, and/or SS7 com-
munications.

(c) IXC or LEC tandem facilities refer
to tandem switches (or their equiva-
lents) and interoffice facilities used in
the provision of interexchange or local
exchange communications.

(d) Satellite communications providers
use space stations as a means of pro-
viding the public with communica-
tions, such as telephony and paging.
Also included are affiliated and non-af-
filiated entities that maintain or pro-
vide communications networks or serv-
ices used by the provider in offering
such communications. ‘“Satellite oper-
ators” refer to entities that operate
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space stations but do not necessarily
provide communications services di-
rectly to end users.

(e) Signaling System 7 (SS7) is a sig-
naling system used to control tele-
communications networks. It is fre-
quently used to ‘‘set up,” process, con-
trol, and terminate circuit-switched
telecommunications, including but not
limited to domestic and international
telephone calls (irrespective of whether
the call is wholly or in part wireless,
wireline, local, long distance, or is car-
ried over cable or satellite infrastruc-
ture), SMS text messaging services,
8XX number type services, local num-
ber portability, VoIP signaling gate-
way services, 5565 number type services,
and most paging services. For purposes
of this rule part, SS7 refers to both the
SS7 protocol and the packet networks
through which signaling information is
transported and switched or routed. It
includes future modifications to the
existing SS7 architecture that will pro-
vide the functional equivalency of the
SS7 services and network elements
that exist as of August 4, 2004. SS7
communications providers are subject
to the provisions of this part 4 regard-
less of whether or not they provide
service directly to end users. Also sub-
ject to part 4 of the Commission’s rules
are affiliated and non-affiliated enti-
ties that maintain or provide commu-
nications networks or services used by
the SS7 provider in offering SS7 com-
munications.

(f) Wireless service providers include
Commercial Mobile Radio Service com-
munications providers that use cellular
architecture and CMRS paging pro-
viders. See §20.9 of this chapter for the
definition of Commercial Mobile Radio
Service. Also included are affiliated
and non-affiliated entities that main-
tain or provide communications net-
works or services used by the provider
in offering such communications.

(g) Wireline communications providers
offer terrestrial communications
through direct connectivity, predomi-
nantly by wire, coaxial cable, or opti-
cal fiber, between the serving central
office (as defined in the appendix to
part 36 of this chapter) and end user lo-
cation(s). Also included are affiliated
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and non-affiliated entities that main-
tain or provide communications net-
works or services used by the provider
in offering such communications.

(h) Interconnected Voice over Internet
Protocol (VolIP) providers are providers
of interconnected VoIP service. See §9.3
of this chapter for the definition of
interconnected VoIP service. Such pro-
viders may be facilities-based or non-
facilities-based. Also included are af-
filiated and non-affiliated entities that
maintain or provide communications
networks or services used by the pro-
vider in offering such communications.

(1) Exclusion of equipment manufactur-
ers or vendors. Excluded from the re-
quirements of this part 4 are those
equipment manufacturers or vendors
that do not maintain or provide com-
munications networks or services used
by communications providers in offer-
ing communications.

[69 FR 70338, Dec. 3, 2004, as amended at 77
FR 25097, Apr. 27, 2012]

§4.5 Definitions of outage, special of-
fices and facilities, and 911 special
facilities.

(a) Outage is defined as a significant
degradation in the ability of an end
user to establish and maintain a chan-
nel of communications as a result of
failure or degradation in the perform-
ance of a communications provider’s
network.

(b) Special offices and facilities are de-
fined as major military installations,
key government facilities, nuclear
power plants, and those airports that
are listed as current primary (PR),
commercial service (CM), and reliever
(RL) airports in the FAA’s National
Plan of Integrated Airports Systems
(NPIAS) (as issued at least one cal-
endar year prior to the outage). The
member agencies of the National Com-
munications System (NCS) will deter-
mine which of their locations are
“major military installations’ and
“key government facilities.”” 911 spe-
cial facilities are addressed separately
in paragraph (e) of this section.

(c) All outages that potentially affect
communications for at least 30 minutes
with any airport that qualifies as a
‘“‘special office and facility’’ pursuant
to the preceding paragraph shall be re-

§4.7

ported in accordance with the provi-
sions of §§4.11 and 4.13.

(d) A mission-affecting outage is de-
fined as an outage that is deemed crit-
ical to mnational security/emergency
preparedness (NS/EP) operations of the
affected facility by the National Com-
munications System member agency
operating the affected facility.

(e) An outage that potentially affects
a 911 special facility occurs whenever:

(1) There is a loss of communications
to PSAP(s) potentially affecting at
least 900,000 user-minutes and: The fail-
ure is neither at the PSAP(s) nor on
the premises of the PSAP(s); no re-
route for all end users was available;
and the outage lasts 30 minutes or
more; or

(2) There is a loss of 911 call proc-
essing capabilities in one or more E-911
tandems/selective routers for at least
30 minutes duration; or

(3) One or more end-office or MSC
switches or host/remote clusters is iso-
lated from 911 service for at least 30
minutes and potentially affects at least
900,000 user-minutes; or

(4) There is a loss of ANI/ALI (associ-
ated name and location information)
and/or a failure of location determina-
tion equipment, including Phase II
equipment, for at least 30 minutes and
potentially affecting at least 900,000
user-minutes (provided that the ANI/
ALI or location determination equip-
ment was then currently deployed and
in use, and the failure is neither at the
PSAP(s) or on the premises of the
PSAP(s)).

§4.7 Definitions of metrics used to de-
termine the general outage-report-
ing threshold criteria.

(a) Administrative numbers are defined
as the telephone numbers used by com-
munications providers to perform in-
ternal administrative or operational
functions necessary to maintain rea-
sonable quality of service standards.

(b) Assigned numbers are defined as
the telephone numbers working in the
Public Switched Telephone Network
under an agreement such as a contract
or tariff at the request of specific end
users or customers for their use. This
excludes numbers that are not yet
working but have a service order pend-
ing.
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