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CFR 10.250, rather than FCC Rule 47 
CFR 10.240. 

(c) In the case of prepaid customers, 
if a mailing address is available, the 
CMS provider shall provide the re-
quired notification via U.S. mail. If no 
mailing address is available, the CMS 
provider shall use any reasonable 
method at its disposal to alert the cus-
tomer to a change in the terms and 
conditions of service and directing the 
subscriber to voice-based notification 
or to a Web site providing the required 
notification. 

§ 10.260 Timing of subscriber notifica-
tion. 

A CMS provider that elects not to 
transmit CMAS Alert Messages, in part 
or in whole, must comply with §§ 10.240 
and 10.250 no later than 60 days fol-
lowing an announcement by the Com-
mission that the Alert Aggregator/ 
Gateway system is operational and ca-
pable of delivering emergency alerts to 
participating CMS providers. 

§ 10.270 Subscribers’ right to termi-
nate subscription. 

If a CMS provider that has elected to 
provide CMAS Alert Messages in whole 
or in part thereafter chooses to cease 
providing such alerts, either in whole 
or in part, its subscribers may termi-
nate their subscription without pen-
alty or early termination fee. 

§ 10.280 Subscribers’ right to opt out of 
CMAS notifications. 

(a) CMS providers may provide their 
subscribers with the option to opt out 
of both, or either, the ‘‘Child Abduc-
tion Emergency/AMBER Alert’’ and 
‘‘Imminent Threat Alert’’ classes of 
Alert Messages. 

(b) CMS providers shall provide their 
subscribers with a clear indication of 
what each option means, and provide 
examples of the types of messages the 
customer may not receive as a result of 
opting out. 

Subpart C—System Architecture 
§ 10.300 Alert aggregator. [Reserved] 

§ 10.310 Federal alert gateway. [Re-
served] 

§ 10.320 Provider alert gateway re-
quirements. 

This section specifies the functions 
that each Participating Commercial 
Mobile Service provider is required to 
support and perform at its CMS pro-
vider gateways. 

(a) General. The CMS provider gate-
way must provide secure, redundant, 
and reliable connections to receive 
Alert Messages from the Federal alert 
gateway. Each CMS provider gateway 
must be identified by a unique IP ad-
dress or domain name. 

(b) Authentication and validation. The 
CMS provider gateway must authen-
ticate interactions with the Federal 
alert gateway, and validate Alert Mes-
sage integrity and parameters. The 
CMS provider gateway must provide an 
error message immediately to the Fed-
eral alert gateway if a validation fails. 

(c) Security. The CMS provider gate-
way must support standardized IP- 
based security mechanisms such as a 
firewall, and support the defined CMAS 
‘‘C’’ interface and associated protocols 
between the Federal alert gateway and 
the CMS provider gateway. 

(d) Geographic targeting. The CMS 
provider gateway must determine 
whether the provider has elected to 
transmit an Alert Message within a 
specified alert area and, if so, map the 
Alert Message to an associated set of 
transmission sites. 

(e) Message management—(1) For-
matting. The CMS provider gateway is 
not required to perform any for-
matting, reformatting, or translation 
of an Alert Message, except for 
transcoding a text, audio, video, or 
multimedia file into the format sup-
ported by mobile devices. 

(2) Reception. The CMS provider 
gateway must support a mechanism to 
stop and start Alert Message deliveries 
from the Federal alert gateway to the 
CMS provider gateway. 

(3) Prioritization. The CMS provider 
gateway must process an Alert Mes-
sage on a first in-first out basis except 
for Presidential Alerts, which must be 
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