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(b) Telephone access to CPNI. Tele-
communications carriers may only dis-
close call detail information over the 
telephone, based on customer-initiated 
telephone contact, if the customer first 
provides the carrier with a password, 
as described in paragraph (e) of this 
section, that is not prompted by the 
carrier asking for readily available bio-
graphical information, or account in-
formation. If the customer does not 
provide a password, the telecommuni-
cations carrier may only disclose call 
detail information by sending it to the 
customer’s address of record, or by 
calling the customer at the telephone 
number of record. If the customer is 
able to provide call detail information 
to the telecommunications carrier dur-
ing a customer-initiated call without 
the telecommunications carrier’s as-
sistance, then the telecommunications 
carrier is permitted to discuss the call 
detail information provided by the cus-
tomer. 

(c) Online access to CPNI. A tele-
communications carrier must authen-
ticate a customer without the use of 
readily available biographical informa-
tion, or account information, prior to 
allowing the customer online access to 
CPNI related to a telecommunications 
service account. Once authenticated, 
the customer may only obtain online 
access to CPNI related to a tele-
communications service account 
through a password, as described in 
paragraph (e) of this section, that is 
not prompted by the carrier asking for 
readily available biographical informa-
tion, or account information. 

(d) In-store access to CPNI. A tele-
communications carrier may disclose 
CPNI to a customer who, at a carrier’s 
retail location, first presents to the 
telecommunications carrier or its 
agent a valid photo ID matching the 
customer’s account information. 

(e) Establishment of a Password and 
Back-up Authentication Methods for Lost 
or Forgotten Passwords. To establish a 
password, a telecommunications car-
rier must authenticate the customer 
without the use of readily available bi-
ographical information, or account in-
formation. Telecommunications car-
riers may create a back-up customer 
authentication method in the event of 
a lost or forgotten password, but such 

back-up customer authentication 
method may not prompt the customer 
for readily available biographical infor-
mation, or account information. If a 
customer cannot provide the correct 
password or the correct response for 
the back-up customer authentication 
method, the customer must establish a 
new password as described in this para-
graph. 

(f) Notification of account changes. 
Telecommunications carriers must no-
tify customers immediately whenever 
a password, customer response to a 
back-up means of authentication for 
lost or forgotten passwords, online ac-
count, or address of record is created or 
changed. This notification is not re-
quired when the customer initiates 
service, including the selection of a 
password at service initiation. This no-
tification may be through a carrier- 
originated voicemail or text message 
to the telephone number of record, or 
by mail to the address of record, and 
must not reveal the changed informa-
tion or be sent to the new account in-
formation. 

(g) Business customer exemption. Tele-
communications carriers may bind 
themselves contractually to authen-
tication regimes other than those de-
scribed in this section for services they 
provide to their business customers 
that have both a dedicated account 
representative and a contract that spe-
cifically addresses the carriers’ protec-
tion of CPNI. 

[72 FR 31962, June 8, 2007] 

§ 64.2011 Notification of customer pro-
prietary network information secu-
rity breaches. 

(a) A telecommunications carrier 
shall notify law enforcement of a 
breach of its customers’ CPNI as pro-
vided in this section. The carrier shall 
not notify its customers or disclose the 
breach publicly, whether voluntarily or 
under state or local law or these rules, 
until it has completed the process of 
notifying law enforcement pursuant to 
paragraph (b) of this section. 

(b) As soon as practicable, and in no 
event later than seven (7) business 
days, after reasonable determination of 
the breach, the telecommunications 
carrier shall electronically notify the 
United States Secret Service (USSS) 
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and the Federal Bureau of Investiga-
tion (FBI) through a central reporting 
facility. The Commission will maintain 
a link to the reporting facility at http:// 
www.fcc.gov/eb/cpni. 

(1) Notwithstanding any state law to 
the contrary, the carrier shall not no-
tify customers or disclose the breach to 
the public until 7 full business days 
have passed after notification to the 
USSS and the FBI except as provided 
in paragraphs (b)(2) and (b)(3) of this 
section. 

(2) If the carrier believes that there is 
an extraordinarily urgent need to no-
tify any class of affected customers 
sooner than otherwise allowed under 
paragraph (b)(1) of this section, in 
order to avoid immediate and irrep-
arable harm, it shall so indicate in its 
notification and may proceed to imme-
diately notify its affected customers 
only after consultation with the rel-
evant investigating agency. The carrier 
shall cooperate with the relevant in-
vestigating agency’s request to mini-
mize any adverse effects of such cus-
tomer notification. 

(3) If the relevant investigating agen-
cy determines that public disclosure or 
notice to customers would impede or 
compromise an ongoing or potential 
criminal investigation or national se-
curity, such agency may direct the car-
rier not to so disclose or notify for an 
initial period of up to 30 days. Such pe-
riod may be extended by the agency as 
reasonably necessary in the judgment 
of the agency. If such direction is 
given, the agency shall notify the car-
rier when it appears that public disclo-
sure or notice to affected customers 
will no longer impede or compromise a 
criminal investigation or national se-
curity. The agency shall provide in 
writing its initial direction to the car-
rier, any subsequent extension, and 
any notification that notice will no 
longer impede or compromise a crimi-
nal investigation or national security 
and such writings shall be contempora-
neously logged on the same reporting 
facility that contains records of notifi-
cations filed by carriers. 

(c) Customer notification. After a tele-
communications carrier has completed 
the process of notifying law enforce-
ment pursuant to paragraph (b) of this 

section, it shall notify its customers of 
a breach of those customers’ CPNI. 

(d) Recordkeeping. All carriers shall 
maintain a record, electronically or in 
some other manner, of any breaches 
discovered, notifications made to the 
USSS and the FBI pursuant to para-
graph (b) of this section, and notifica-
tions made to customers. The record 
must include, if available, dates of dis-
covery and notification, a detailed de-
scription of the CPNI that was the sub-
ject of the breach, and the cir-
cumstances of the breach. Carriers 
shall retain the record for a minimum 
of 2 years. 

(e) Definitions. As used in this sec-
tion, a ‘‘breach’’ has occurred when a 
person, without authorization or ex-
ceeding authorization, has inten-
tionally gained access to, used, or dis-
closed CPNI. 

(f) This section does not supersede 
any statute, regulation, order, or inter-
pretation in any State, except to the 
extent that such statute, regulation, 
order, or interpretation is inconsistent 
with the provisions of this section, and 
then only to the extent of the incon-
sistency. 

[72 FR 31963, June 8, 2007] 

Subparts V–W [Reserved] 

Subpart X—Subscriber List 
Information 

SOURCE: 64 FR 53947, Oct. 5, 2000, unless 
otherwise noted. 

§ 64.2301 Basis and purpose. 
(a) Basis. These rules are issued pur-

suant to the Communications Act of 
1934, as amended. 

(b) Purpose. The purpose of these 
rules is to implement section 222(e) of 
the Communications Act of 1934, as 
amended, 47 U.S.C. 222. Section 222(e) 
requires that ‘‘a telecommunications 
carrier that provides telephone ex-
change service shall provide subscriber 
list information gathered in its capac-
ity as a provider of such service on a 
timely and unbundled basis, under non-
discriminatory and reasonable rates, 
terms, and conditions, to any person 
upon request for the purpose of pub-
lishing directories in any format.’’ 
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